Introduction

Nikon Windows XP

= Configuring the WT-4 for ftp
(Infrastructure Mode)

This document provides basic instructions on configuring the WT-4 wireless transmitter and a Windows

XP Professional SP2 ftp server for transmission over an infrastructure network that includes a wireless
LAN access point, or bridge.
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Introduction

This section describes a simple network consisting solely of a wireless LAN access point (bridge)
connected to an ftp server via a LAN cable or wireless, with no connections to other networks or
devices. Follow the steps below to use the WT-4 in this type of network.
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1: Get Ready

1: Get Ready

Equipment
Ready the following:
« AWT-4 wireless transmitter
« A fully-charged EN-EL3e battery for the WT-4
« A Nikon D3 or D300 digital SLR camera
« A fully-charged battery for the camera (an EN-EL4a for the D3, a EN-EL3e for the D300)

« A computer with Windows XP Professional SP2, the WT-4 Setup Utility, and Internet Information Services
(IS) * installed

» Windows operating system CD
+ A wireless LAN access point

+ A LAN cable

« A memory card

« A USB cable

« Manuals for the above equipment

Network Settings

Note the IP addresses, encryption, and other settings that will be used in the wireless LAN. The following are
intended as examples only.

- IP address for the WT-4: 192.168.1.4

- IP address for the ftp server: 192.168.1.3

« IP address of the wireless LAN access point: 192.168.1.2
« Subnet mask: 255.255.255.0

« FTP server port: 21

+ Network name (SSID): WT-4

» Communication mode: Infrastructure

« Authentication: WPA-PSK

« Encryption: TKIP

» Encryption key: abcde123

*Internet Information Services (lIS)

The Internet Information Services (IIS) supplied with Windows XP Professional can be used to create
an ftp server. IIS can be installed from the Windows operating system CD; for more information, see
“Installing 1IS” (available under separate cover).
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2: Assign the ftp Server an IP Address

2: Assign the ftp Server an IP Address

Choose an address for the ftp server. The following IP address is intended as an example only.
«IP address: 192.168.1.3

«Subnet mask: 255.255.255.0

+TCP port: 21
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2: Assign the ftp Server an IP Address

2-3 -+ Local Area Connection Properties
Select Internet Protocol (TCP/IP) and click General | authentication | Advanced
Properties.

Conkect using:
W T

Thiz connection uses the following items:

uB| 1105 Packet Scheduler ~
b et s a b EE 0Ty 3 1.0
Internet Pratocal (TCPAR) L
b
< |
[niriztall I Froperties I

Dezcription

Transmizsion Control Protocal/ntermet Protocal, The default
wide area nebwork protocol that provides communication
across diverse interconnected networks.

] Show icon in notification area when connected
MHatify me when thiz connection has limited or no connectivity

Ok ] [ Cancel

2 - 4 Internet Protocol (TCP/IP) Properties
Select Use the following IP address and enter General |
the IP address and subnet mask for the ftp Server. You can get IP zettings assigned automatically if your network, supports

thiz capability. Othenwise, you need to ask your network. administrator for

Click OK to exit and then click OK to close the _ :
the appropriate P zettings.

properties dialog. This completes the process of

assigning an IP address to the ftp server. (O Obtain an IP address automatically
(%) Use the following |P address:
IP address: [192.168. 1 . 3 |
Subnet mask: | 256 255 . 285 . 0 |

Lietaull gateway: [ . . . |

Obtain DS server address automatically

(%) Use the following DMS server addresses:

Frefemad DMS zarver: | . . . |

Alternate DWNS server: | . . . |

I Ok l Cancel ]
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3: Create an ftp Server

3-1

Go to the Performance and Maintenance >
Administrative Tools control panel and open
the Internet Information Services console.

3-2

Right-click Default FTP Site and select
Properties from the menu that appears.

3-3
Select the IP address entered in 2 - 4 (pg. 4) and

enter a TCP Port number. The port number is
normally 21.

Configuring the WT-4 for ftp (Infrastructure Mode)
Windows XP Professional (SP2)
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3-4

Open the Security Accounts tab and select

Allow anonymous connections.

3-5

Open the Home Directory tab and select A
directory located on this computer. The root
directory forimages uploaded to the ftp serveris
listed in the Local path text box; choose a folder
and select Read, Write, and Log visits (the
default directory is the \inetpub\ftproot folder
on the drive to which Windows is installed). Click
OK to close the properties dialog. This completes
the process of creating an ftp server.
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3: Create an ftp Server

Default FTP Site Properties

ite Accounts | Messages | Home Directory
I Allow Anonymous Connections I

Select the "Windows User Account to use for anonymous access to this resource

Usemame: |l el | [ Browse. ..
[ &illows only anonymous connections
Allove [15 ta contral passwaord

FTP Site Operatars
g Adroinistrators Add..
Remove
aK l [ Cancel ] [ Apply ] [ Help

Default FTP Site Properties

FTP Site | Security Accounts | Meszage: | Home Directary |
——

“when connecting i m:
(%) a directory located on this computer

FTF Site Directomn

() a share located on another computer

Local Path: | f:Minetpubhftproat

| [ Browse...

Read
WTibe
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Diirectaory Listing Style
(O UNI &
() M5-D0S @
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4: Configure the Wireless LAN Access Point

4: Configure the Wireless LAN Access Point

Configure the wireless LAN access point as described below. For more information, see the
documentation provided by the manufacturer.

«Network name (SSID): Enter the network identifier (network name or SSID), which may be up to 36
characters long. The network in this example uses the identifier WT-4.

- Wireless mode: Choose 801.11g or 801.11b.
- Channel: Automatic.

*Wireless security

« Authentication: Choose from open system, shared key, WPA-PSK, or WPA2-PSK.The network in this example
uses WPA-PSK.

« Encryption: If you selected open system or shared key authentication, choose 64- or 128-bit WEP. If you
selected WPA-PSK or WPA2-PSK authentication, choose TKIP or AES. The network in this example uses
TKIP.

« Encryption key: If you selected 64-bit WEP encryption, enter a 5-character ASCIl or 10-digit hexadecimal
key. If you selected 128-bit WEP encryption, enter a 13-character ASCII or 26-digit hexadecimal key. If you
selected TKIP or AES, enter an ASClI key of from 8 to 63 characters or a 64-digit hexadecimal key. The network
in this example uses abcde123.

« ANY connection: Enable this option to make the network SSID public. This makes it easier to connect to the
network, but also makes the network less secure. This option may not be available on some access points.
In this example, we will enable ANY connection.

«IP address: Turn any “obtain automatically” options off and enter the IP address manually. Be sure
that the address is different from the addresses used for the ftp server and WT-4. The addresses for
the access point, ftp server, and WT-4 must however belong to the same class. In this example, we will
use the following address for the access point, while the ftp server and WT-4 are assigned 192.168.1.3
and 192.168.1 4, respectively:

«IP address: 192.168.1.2

«Subnet mask: 255.255.255.0

«Default gateway: - -

«DNS server: -—--—-.--—---

«MAC address: If the network uses MAC address filtering, the filter must be supplied with the MAC
address of the WT-4. After attaching the WT-4 to the camera, turn the WT-4 on, select Wireless
transmitter > Device info > MAC address from the camera setup menu, and note the MAC
address.
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5: Configure the ftp Server for Wireless Access

5: Configure the ftp Server for Wireless Access

This step is only required if the ftp server connects to the access point via a wireless LAN.

If the ftp server is connected to the wireless access point via a LAN cable, proceed to 6 (pg. 12). The

settings you choose in 5 should conform to the network settings selected in 4 (pg. 7).

«Network name (SSID): WT-4
«Security type: WPA-PSK
«Encryption type: TKIP

«Security key/Passphrase: abcde123

5-1
ClickStartandselect AllPrograms >Accessories
> Communications > Network Connections.

5-2
Select Wireless Network Connection and click
Change settings of this connection.
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5: Configure the ftp Server for Wireless Access

5-3 -+ Wireless Network Connection 2 Properties |2|E|
Click the Wireless Networks tab. Gene,a||| Wireless Metworks | Bdvanced
If a third-party wireless connection program Conmect using:
is installed, the Wireless Networks tab will p—— _—
not be displayed. Choose authentication, SLbLLE
encryption, and a security key as described in Thiz connection uses the fallowing iterms:
the documentation for the wireless LAN adapter. = Client for Micrasoft Natworks ~
The Wireless Networks tab may also not be B | el wireless Connection &gert i
displayed if Wireless Network Connection is gFiIe and Printer Sharing for Microzoft Networks
. . . . . i
disabled, or if Wireless Zero Configuration is 4= 005 Packet Scheduer B
active in the Performance and Maintenance > = =
Administrative Tools > Services Control Panel. [ mstal. | [ Uninstal | [ Propeties
Dezcription
Allows pour computer to access resources oh a Microzoft
nietwork,.
Showe icon in notification area when connected
Hatify me when thiz connection has limited or no connectivity
K ] [ Cancel ]
5-4 -+ Wireless Network Connection 2 Properties |2|E|
Select Use Windows to configure my wireless Gonaral | Wireless Networks [ advanced
network settings.

I |Jge Windows to configure my wireless network, settings I

Awailable networks:

To connect to, dizconnect fram, or find out more information
about wireless networks in range, click the button below.

Wiew Wirelezs Metworks

Prefemed networks:
Automatically connect to available network.s in the order listed

below:

Add...
Learn about zetting up wireless netwark,
configuration,

Ok ][ Cancel ]
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5: Configure the ftp Server for Wireless Access

5-5 -+ Wireless Network Connection 2 Properties |E|E|

Click Add. Gereral | Wireless Networks | Advanped

|Jge Windows to configure my wireless network, settings

Awailable networks:

To connect to, dizconnect fram, or find out more information
about wirgless networks in range, click the button below.

Wiew Wirelezs Networks

Prefermed networks:
Automatically connect to available networks in the order listed
below:

Add...

Learn about setting up wireless netwark,
configuration,

[ Ok ][ Cancel ]

5-6 Wireless network properties

After entering a network name and choosing Assaciation | Authentication | Cornection

security options to match those selected for the

wireless LAN access point, remove the check Network name (SSID) W4 |

from This is a computer-to-computer (ad hoc) Wireless network key

network; wireless access points are not used Thiz nebwork requires a key for the following:

and click OK.
Metwork Authentication: | WPA-PSK w |
D ata encrption: | TEIP 3 |
Metwork, key: TTIITT |

« Network name: Enter a name of up to 32 Confim network key:  (esssesse |

characters. The network in this example uses the

identifier WT-4. I:l

« Security type: Choose from Open, Shared,
and WPA-PSK. The WT-4 does not support

WPA. [] This iz a computer-to-computer [ad hoc) network.; wireless
access paints are not used

« Encryption type: The type of encryption
available depends on the options selected for
Network Authentication: Lok J[ cancel

- Open, Shared: WEP, Disabled
- WPA, WPA2: TKIP, AES

« Security key/Passphrase: If WEP is selected for Data encryption, enter a 5- or 13-character ASCIl key or
10- or 26-digit hexadecimal key. Entering a five-character ASCII or ten-digit hexadecimal key enables 64-bit
encryption, a 13-character ASCll or 26-digit hexadecimal key 128-bit encryption. ASCIl keys may contain letters,
punctuation, and the numbers 0-9, hexadecimal keys the numbers 0-9 and the letters a, b, ¢, d, e, and f. If TKIP
or AES is selected for Data encryption, enter an ASCll key of 8 to 63 characters or a 64-digit hexadecimal key.
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5-7

Click OK. Network setup is now complete.
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-+ Wireless Metwork Connection 2 Properties |E|E|

General | Wireless Metworks |,|’.'|||j\.'an|:e|j

Uze Windows to configure my wireless network, settings

Aevailable networks:

To connect to, disconnect from, ar find out more infarmation
about wireless networks in range, click the button below,

Wiew "Wireless Metworks

Prefered nebwork s
Automatically connect to available networks in the order lizted
below:

1 WT-4 [Automatic) tove up

tove down

Add... H Remove H Properties ]

Learn about zetting up wireless nebwark,

cohfiguration,

Ok Cancel
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6: Copy the Network Profile to the Camera

6: Copy the Network Profile to the Camera

Use the WT-4 setup utility to copy the network profile to the camera. Before proceeding, make sure

that MTP/PTP is selected for the USB option in the camera setup menu.

6-1

After starting the computer, use the supplied USB cable to connect the camera and turn the camera on.

6-2
Double-click the WT-4 Setup Utility icon on the
desktop.

6-3
The dialog shown below will be displayed; click
Next.

Configuring the WT-4 for ftp (Infrastructure Mode)
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WT-4 Setup
LIkiliky

Thumbnail
| Selector |

5 WT-4 Setup Utility

“Tg?etu p

Welcome to WT-4 Setup!

Before you begin, please make sure that your camera's battery is
inserted and fully charged. The setup process will fall if the camera's
battery runz out before completion.

<Back

Cancel
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6-4

Select Add/Edit profiles and click Next.

6-5

Select Add new profile and click Next.

6-6

Enter the following information and click Next:

- Profile name: Enter a name of up to 16

characters (in this example, FTP1).

« Profile type: Choose FTP Server.

+ Interface type: Choose Wireless & Ethernet
for networks that include wireless, or Ethernet

only for Ethernet-only networks.

Configuring the WT-4 for ftp (Infrastructure Mode)
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6: Copy the Network Profile to the Camera

55 WT-4 Setup Utility

Select Action:

Select an action and click "MNest"

Ir: Add/Edit profiles |

" Change password
(" Setup wireless printer

" Setup picture folder

The camera needs to be connected to Add or Edit profiles.

<Back Cancel

55 WT-4 Setup Utility A=

Nikon. “Tgetup

Select a profile

Select a profile from the list or select "<Add new profiles"' to create a
new profile

Delete profile

!

<Back | Mexts Cancel

55 WT-4 Setup Utility =

Nikon. Ct‘Ig)etu p

Enter profile name

Enter a name far the new prafile and select the type of profile and
interface

Profile name — |FTP1
Profile type FTF Server »
Interface wpe | wWireless & Ethemet +

Help <Back MNext> || Cancel
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6: Copy the Network Profile to the Camera

6 ) 7 5 WT-4 Setup Utility

Select Manual setup and click Next.

Select setup method

Select whether to use manual o automatic setup ta configure the IP
and Wireless settings.

 Automatic setup [recommended)

Select netwark adaptar

Intelif] PROAY ~

I (* Manual setup [for advanced users) I

<Back Cancel
6-8 5 WT-4 Setup Utility A=
P

Enter the following information and click Next. L2 TSetup

- Network name (SSID): WT-4 wireless settings

- Communication mode: Infrastructure

« Authentication: WPA-PSK e e (5210 T

. Communication mods ’W‘
+ Encryption: TKIP S ]
- Encryption key: abcde123 Authenticalion [WrRaPSE |

Encryption TEIP =
Encryption key abede123 [B characters]
Key index 1 -

Help <Back | ‘ Mext> Cancel
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6-9
Enter the following information and click Next.
- IP address: 192.168.1.4
+ Subnet mask: 255.255.255.0

- Default gateway: Remove the check from this
option.

- DNS Server: Remove the check from this
option.

Choosing an IP Address

6: Copy the Network Profile to the Camera

55 WT-4 Setup Utility

«T?etu p

TCP/IP settings

[~ Obtain IP address automaticaly

192.168.1.4
255.255.255.0
[~ Default gateway

|P address

Subnet mazk

[~ DMS Server

<Back | ‘ Cancel

Be sure that the address for the WT-4 is different from the addresses used for the ftp server and access
point. The addresses for the access point, ftp server, and WT-4 must however belong to the same

class. In this example, we will use 192.168.1.2 for the access point, 192.168.1.3 for the ftp server, and

192.168.1 4 for the WT-4.

6-10
Enter ftp settings and click Next.

« FTP server: Enter IP address you selected in 2
-4 (pg. 4; in this example, 192.168.1.3).

« FTP server port: Enter FTP server port you
selected in 3 - 3 (pg. 5; in this example, 21).

« FTP path: Leave this field blank to upload
pictures to the folder specified in 3 - 5 (pg. 6).

« Anonymous login: Select this option for
anonymous login, or leave this option
unchecked to supply a User ID and Password.

+ User ID: If you will not be using anonymous
log-in, enter a User name for the ftp server.

« Password: If you will not be using anonymous
log-in, enter the administrator password.

55 WT-4 Setup Utility

Nikor. Ct‘Ig)etu D
r
FTP settings
FTF server ’W
FTP server part '217
FTP path [
v Anonymous login
User 1D '7
Paszwand ,7
[ Usze proxy server
Prosy server ,7
Proxy zerver port ,7
[~ PASY mode
<Back | ‘ Cancel

« Use proxy server: Remove the check from this option.

- PASV mode: Remove the check from this option.

Configuring the WT-4 for ftp (Infrastructure Mode)
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6-11

Confirm that settings are correct and click Next.

6-12

Select Finish wizard and click Next.

6-13

6: Copy the Network Profile to the Camera

55 WT-4 Setup Utility

Nikon. Teen, o
Profile information
Field Walue -
Prafile name FTF1
Prafile type FTP Server
Interface type ‘wireless & Ethernet
‘Wireless seftings
Metwark name [S510] [WT-4
Communication mode | Infrastructure
Channel 1
Authentication WREPSE hd
<Back Cancel

5 WT-4 Setup Utility

Nikon. Teet o
Action completed successfully
The Profile has been saved
{# Finish wizard
~ Select another action ta perfarm
<Back Cancel

Turn the camera off and disconnect the USB cable. The network profile has now been copied to the camera.
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7: Connect to the ftp Server

7: Connect to the ftp Server

In this step, you will establish a wireless connection between the WT-4 and the ftp server. Before
connecting the WT-4, select MTP/PTP for the USB option in the camera setup menu and confirm that
the host computer is running and the user is logged in.

7-1

Insert a memory card in the camera, connect the WT-4, and turn the camera on.

7-2 ra Mode
Select Transfer mode for the Wireless
transmitter > Mode option in the camera setup ®
menu.
4
I3 Transfer mode >
; [==] umbnail select mode
= PCmode
i £ Print mode
7-3

A list of available connection profiles will be
displayed. Highlight the desired profile and
press .

EEdit (@ Delete

Configuring the WT-4 for ftp (Infrastructure Mode)
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7: Connect to the ftp Server

T i Wircless transnitter
{Mode [
 Transfer settings

This completes the process of connecting to the ' Device info
f . ' '
tp server Device settings

FTP1

Return to the wireless transmitter menu and turn
the WT-4 on.The profile name will be highlighted
in green when a connection is established.

cd
=

£20000 €00:00°00"

Third-Party Security Software

Third-party security software with firewall support may block the ftp server port, preventing access to
the ftp server. This can be avoided by setting the software to allow protocols send and receive access
to TCP ports 20 and 21. For more information, see the documentation for the software or firewall.

Configuring the WT-4 for ftp (Infrastructure Mode)
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7: Connect to the ftp Server

Security Options in Windows XP Professional

If the connection between the ftp server and the WT-4 does not function as expected in Windows XP

Professional even when both devices are configured correctly, follow the steps below to check that
TCP/IP filtering does not apply to TCP ports 20 and 21.

1

Click the Windows Start button and select Control Panel > Network and Internet Connections > Network

Connections.

2

Right-click Local Area Connection and select
Properties from the menu that appears.

3

Select Internet Protocol (TCP/IP) and click the
Properties button.

Configuring the WT-4 for ftp (Infrastructure Mode)
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ocal Area Connection
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@ Create a new c o oo
conneckion T E ] Disable
? Set up a home or small | Status
office network ]
Repair

& Change Windows
Firewall settings

ﬂ‘ Disable this netwark
device

% Repair this connection

EBridge Connections

Create Shorkout
Delete

an Rename this connection Rename

& View status of this
connection

Properties

-+ Local Area Connection Properties

General | suthentication | Advanced|

Conkect using:

B8 Broadcom Meb<treme Gigabit Etherne

Thiz connection uses the following items:

uB| 1105 Packet Scheduler ~
whfl“lt‘ Ol Lucee ono 4.1, 1 001 B
[ Internet Pratocal (TCPAR) L
™

|

[niriztall

45
Install....

Dezcription

Transmizsion Control Protocal/ntermet Protocal, The default
wide area nebwork protocol that provides communication
across diverse interconnected networks.

] Show icon in notification area when connected
MHatify me when thiz connection has limited or no connectivity

Ok ] [ Cancel

19



7: Connect to the ftp Server

4 Internet Protocol (TCPSIP) Properties

Click Advanced. General | Alternate Configuration

You can get IP settings azsigned automatically if wour netwark, supparts
thiz capability. Othenwise, you need to ask your network. administrator for
the appropriate P zettings.

(%) Obtain an |P addiess automatically
{7 Use the following |P address:

(%) Obtain DMS server address automatically

{73 Use the following DMS server addresses:

I Ok H Cancel ]

5 Advanced TCP/IP Settings
In the Options tab, select TCP/IP Filtering and IP Settings | DNS [ wiN | Options |
click Properties. Optional settings:

TCP/IP filkering

Description:

TCP/IP filtering allows you ta caontral the type of TCPAP netwark,
traffic that reaches pour Windows computer,

6 TCP/IP Filtering

If the Enable TCP/IP Filtering (All adaptors) box [ Enable TCRAP Fitering (A1 adapters)

is not checked, or if Enable TCP/IP Filtering (All _

adaptors) is checked but Permit All is selected %Ezm EI:W %E:mglw g:mtglw

for TCP ports, click OK to close the properties

dialog. If Permit Only is selected for TCP ports, MU = ——

click Add and add the TCP ports 20 and 21, and

then click OK to close the properties dialog.

This completes the settings needed to remove

filtering from TCP ports 20 and 21. Add.. Add.. Add..
Remowve Remowve Remove

)4 ] [ Cancel
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